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FRREE en=[EFHEG ] (D en=[EB SR (D
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ou=[BECASFERIR] (3D ou=[BFEASFELRIR] (HE3)
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (fffzt4)
c=HK

ERAFEIEREER (Subject
public key info)

B (Algorithm ID) * RSA
ABREHSRL (Public key) * BHBRLRL /52048(1T

A BRRITE (ssuer HREA
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BECARRIE (Subject ENEd
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R E AL (Standard extension) (fsEs)

MR IR | A cn=Hongkong Post Root CA 1,
il py (Issuer) o=Hongkong Post,
(Authority key c=HK
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number)
FHERLE T Ko R WHEEE > 5 | R EeE - BiEEE Ru] s8> S > HibRt
7% (Key usage) REINE hn
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URL]
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=2.16.344.8.2.2008.81
1.0 (=7
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Policy Identifier = {45 A1

Policy Qualifier ID = CPS
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13.6.14.1.16030.1.4 (i 8)
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0.2.2012.
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FEA AR ISRLSE ENEd
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HEREEE ST EEAATE = REERHEHEE S EEURL] (ifsk10)
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distribution
point)
Netscape ZE{5 . (Netscape extension) (HEs)
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Netscape SSL{=IfR28447% RIEH
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Netscape f#z¥ (Netscape Pid
comment)
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1. EEEAMEAARE S BESOR - IR (KRB + %4 (141 CHAN Tai Man David )
2. HEBAFRENVETERIE (AUYHE TR > ISR RETERIE RS -
3. BELASERTE © 10 fufT
4. “e-Cert (Personal/Minor)” R~ HHEE AMES HEEER A 18 5% (AL EREERIEE 3112 1) .
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HHERBUE SHA-1 ( RSApmimekersier ( hkid_number ) ) » 5245 B(E i AE & P HVHEE AE L -

HEBNIERE %S URL & http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1 <xxxxx>.crl, F 4 4 3 &
"Hongkong Post e-Cert CA 1 - 10"FTEH, » i <xxxxx> By SSEFBE LM ESL » 08 5 [HHFENFEHNFESE - &
BEEEAES T oEREEREEE - YR sieRsENER > gEZEE HEHEE 85
A NI E S SRS E R A RN A -
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2) BTEE () X
i ey i IR
BTES () [mrms (s @
TEXERH (Standard fields)
K4 (Version) X.509 V3
FF5% (Serial number) (B BE AT E N = Area -7 HE T
2B AERA (Signature shalRSA
algorithm ID)
ZH N (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
EXHE (Validity period) | REF (Not  |[HHEBEE L4855 EATUTC B )
before)
FER Not  |[HEBEBAASENUTC BFE)
after)
FRBHE (Subject name) cn=[FZMEF P #E44] (k)
e= [Ea%ﬂ%aiﬁzﬁt] (BFsE2)
u=[EEASFBRGE] (W)
ou=[FHE B L E I T M S EHmI+H M) (i)
u=[EEC A ATE] (3Es)
U= B0 AR 1 T/EBF T 4]
o= Hongkong Post e-Cert (Organisational)
c=HK

FRENGARIERCE R} (Subject public key
info)

P a7 (Algorithm ID) ¢ RSA
NFHEHSRL (Public key) @ ZAHHRL ¥ 204811 7T

B A B 7144%8 (Issuer unique identifier)

REH

BEL A\SkA14478 (Subject unique
identifier)

KA

TEAEFEMRRRAL (Standard extension) (KfzE6)

MR ZfE |89 A  ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
9% (Serial  |[f&EH ABRIER
number)
FHERLME R /774 (Key AOERL Bl EE > BHANE | AIE - BiEHS
usage)
(A “BRSE” MWL) (AR “PHSE” MRAL)
S EBUR (Certificate Policy Identifier =[#){4:5% Bl (it 7)|Policy Identifier =[#){F3kAIHE] (Hisx 7)
policy) Policy Qualifier ID = CPS Policy Qualifier ID = CPS
Qualifier = [#Z=81EZEAEAIFYURL] Qualifier = [{Z81EZEAERIHYURL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2012.1.0 CktsE8)
Policy Qualifier ID = CPS
Qualifier = [#Zza /EFELERIATYURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (i3t
9)
Policy Qualifier ID = CPS
Qualifier = [fZaa /EFEAERIAYURL]
FHHI4 (Subject DNS AKEH
alternative name)

HFAEHBEEE
2015 9H1H
Yk RIS ¢ 1.3.6.1.4.1.16030.1.1.31

g ESEAE
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i 2y WAIAE
BTEE () [mrEm (gm) TR
1fc822 FEERA NETEFHIE ()
2 A B4 (Issuer AR
alternative name)
HARRRE (Basic FREgER RESERE
constraints) (Subject type)
PR EIRE] |
(Path length
constraint)
FEfREEREREE A 7k AEH
(Extended key usage)
HERGERE R Sy EEBE TR = FEEREHE RS EEURL] (10)
(CRL distribution point)
Netscape ZE{Ef#ifiz (Netscape extension) (H:t6)
Netscape FBE3EAY (Netscape cert type)  |SSL client, S'MIME
Netscape SSLEIAR #5448 (Netscape SSL | AR{FEH
Server name)
Netscape ffizE (Netscape comment) AEH
i
1. AP FOE - 8K (RE) + % (F141 CHAN Tai Man David)
2. WHEREPRtE FEFE AL (A E T ERERE > IS ) > R T ERHAE RS E -
3. BEASEEF 10 UBTF
4. “PEETECEEESRIT ML — 16 U BT/ EE [AfErEE SRl EmET M2 A 07 )Y, FEEESE

| BEUEEET WAL —R 8 BT R [AEEMEEE / Bl BRI N 8 (LB F/FhE - RItATEZ( 0" ) W
FEENREE / SRCEE R W2 AZ( 07 )], “Hih" M —$H&% 30 B/ i (0h) - FER
TREBUFEFT . "G acmst K EiEES / SadiEE Miei A= 07 ) BFIRRE (120 HKPO X
REBHBOEA “HAL" B -

5. WA AR RS U AR E S S o i AU S E NS (A EEAERE 3117 ) -

6. FRIESINGERT » e AL (R iz & Netscape ZE(RMEAII R “JERASE” (Non-Critical) ZE{HHRIL -

7. ?Eﬁ'seﬁE@?ﬁﬂ%ﬁ‘f’ﬁ%L%EJJEI’JW#%%%EUE% (Object Identifier, OID) o BAFAANAERIATYI AR AINE - 55 SRIALERIES 1.1
I7K o

8. AWM II—{E P RS RS - DIERRITT & G ales SRS s HEsE -

9. AT HI—({ES7HF Adobe PDF %R HIHE -

10. #5EHPYEE 2885 URL % http://crll.hongkongpost.gov.hk/erl/eCertCA1-10CRL2.crl - [ Ay 42535 Hongkong Post

e-Cert CA 1 - 10"ty "y BIAGEEREHER -
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3) BraEE (RE) B
i | |1ﬁﬁll7?§
HEXERH (Standard fields)
A (Version) X.509 V3
JF59% (Serial number) (T RIS Y B N = A Tei S f
=25 (Signature shalRSA
algorithm ID)
ZH N (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
FEHE (Validity period) | RFH Not  |[FEEEBEE RS EHIUTC K]
before)
AEHN Not  |[[HHEBEBAGARENUTC K H)]
after)
ERAFE (Subject name) en=[FZHE BN 7] (k)

[Emziﬂ%aﬁtit] (WsE2)
u=[BELASELRGE] (HEE3)
=[RS E R RS
u=[E 50 A EREARE] (ities)
u=[& 50 A 317 F 44T

0= Hongkong Post e-Cert (Encipherment)

c=HK

X
E E

ou LRI HAM] (tsa)

FRENGARIERCE R} (Subject public key

PR a7 (Algorithm ID) ¢ RSA

info) ANFAERERE (Public key) © ZHEREERE B2048A17C
A SRF14488 (ssuer unique identifier) |[RfsEFH
B A#RA14478 (Subject unique PREa]
identifier)
TEAEFE (AL (Standard extension) (Hf:k6)
MR IERL R 2R |38 A (ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FFo% (Serial  |[{e85 HH ABEIERY

number)
FIRRLEER /774 (Key B EE  mSRLINE
usage)

Q)
FEBUR (Certificate Policy Identifier = (¥4 AIEE] Chozx 7
policy) Policy Qualifier ID = CPS
Qualifier = [#xaa {EFEAERAYURL]

FHBRI (Subject DNS N
alternative name)

rfe822 [FEEFA NBF I ()
25 A 44 (ssuer ARAEH
alternative name)
BRI (Basic FmR A ERS
constraints) (Subject type)

PEAR R SEPRA |fi

(Path length

constraint)
R EISRLEE R 774 ERESE!
(Extended key usage)
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i e WA

o R B Y SRR SRS = [(RERBEESBRURL] (Has)

(CRL distribution point)

Netscape ZE{:H#AL (Netscape extension) (ff:t6)

Netscape FB=EA! (Netscape cert type)  |SSL client, S/MIME

Netscape SSL{EIAR 2344718 (Netscape SSL  [R{FHH

SEerver name)

Netscape fHiz¥ (Netscape comment) (F+3:9)|This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber

Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

B

N

© =N o

B AL AR AR B T
AR AL IR AV EE T EPAE L
BEASER ¢ 10 iLBF

ﬁ/\ﬁé CRE S Mmet ML : —f 16 B/ 78 [WEpsRECEE R e AZC "07 )], "k
| GRCaEE ML — 8 B/ TRk | BaC8EHIT VR 8 B/l SITRIEZ( 0" ) >
iZD SRS /Bl ER > M AZ( "0 )Y, “HM M —&R% 30 UBE/EE A) - B
FrATE BN EFI . “MESCET Kk SEREE / SEE M AZEC 07 ) BFIEHE (3

HKPO (UREEHEOG A “HAL" L -

HA AT R A PSR RS b > AR et EUR (ARG EREERISE 3.1.1.7 ) -
FRIESIINERT - FrA AR AE (R I 2 Netscape ZEfHZS Ry “JERAE" (Non-Critical) ZEfHHRE(L -
MR RS A AR B (Object Identifier, OID)  BHRAAME AR BINS - S SBIAAERNSE 1.1 f5% -

SHERSY A B4y 38 5 URL & http://crlL.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » i B 4 553 "Hongkong Post
e-Cert CA 1 - 10"ATE8 Ay T BB EHEY AR -

%?=§%~T$ RBSCE Y - UT BARAL N AN T SR 2% > h 3OS G AR - JILAFSOR

RS E R AEQ) MANE 2 BT EE T AR () A S0 NSRS RS B K &

FFE “ﬂ)\’fﬁ%’%?*u”ﬂ? (s B M s a5 B D S E U RS s AR S 5y DU IR LU
A INE(E B - ARRE A LS E 2 (SRR 55 2B I http://www.hongkongpost.gov.hk 48
BRI E’]E?Eﬁiﬁuﬁ‘{?%ﬁiﬁﬂ
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4 BTES (k) &

DU i FH A e 4855 2 "Hongkong Post e-Cert CA 1-107 DAEEZE L ESHA- 122 HIVE T-35E ({3
MREs) ORI FsEREEmaRg) -

L | WAL A
A (Standard fields) BrEE (ARS) BrEE (ARS) BrEE (FARSE)
A (Version) X.509 V3
FF55% (Serial number) (A BB ARG E N = At ST
FEE AR (Signature shalRSA
algorithm ID)
2 N (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B (Validity period) | FAFF Not  |[FHEBEIE L% EAVUTC FER)
before)
AER Not  |[HEBEBEASERERIUTC i)
after)
F RS (Subject name) cen=[{alfk 254 FE] (D)
u=[EEASERGE] (W)
ou=[E L M/ B F mE+ M )
u=[E 50 A EREAE] (rries)
u=[& 50 A 7317/ F 44T
0= Hongkong Post e-Cert (Server)
c=HK

FRENGARIERCE R} (Subject public key
info) BB (Algorithm ID) @ RSA
AN FAZEHERE (Public key) © ZEMERLERE R2048A1 7T

A SR 7144%8 (Issuer unique identifier) |AfHH

B A#RA1478 (Subject unique PREa]
identifier)
FEAEFE(ERIAL (Standard extension) (HES)
R BRI 2FE [82H A [ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

9% (Serial | [7E85H A FEHERL

number)
FIRRLEER /774 (Key EERLINE B aE - BRI
usage)

(R “PRgE” WAL
FEBBUR (Certificate Policy Identifier = [#J/{FEAIEE] (M3 6)
policy) Policy Qualifier ID = CPS
Qualifier = [#Z=81EZEAEAIFYURL]
FHHI% (Subject DNS E N (TR FR#S S | TR N EIR S 4]
alternative name) 8] + [FA BRSNS | + [0 & 49] [ZESMAIIR 2544
HY(EIR ER 48] (D) ] CHtzes)

1fc822 Al
2 R4 (ssuer PENESEE!
alternative name)
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WLt | L ARE
TEXERH (Standard fields) BEFEE (HRR) BEFEE (HRR) BFEE (HkRE)
BRI (Basic TR A ERS
constraints) (Subject type)
B R EIRH] |
(Path length
constraint)
R 774 AKHEH (EliSEr e
(Extended key usage) F P ibeae
EERONEE S BE SrEERATE = FERIHEE S ENURL] (H09)
(CRL distribution point)
Netscape ZE{Hf#ir (Netscape extension) (Hzks)
Netscape FESEA! (Netscape cert type)  [SSL Server [RfE
Netscape SSL{EIAR 2544 F% (Netscape SSL [
SEerver name)
Netscape f#iz¥ (Netscape comment) AEH

DU i FH A e 48 55 == "Hongkong Post e-Cert CA 1-14”7 DAEEZE 0 EL SHA-256 3 Y EFgE

(fEIfRES ) (R SZFe4 g IREEatEsy) -
Wh &t | WA
FE#ER (Standard fields) BFEE ([ARSR) BFEE ([ARS) BYEE ([ARS)
R4 (Version) X.509 V3
5% (Serial number) (B BE AT EN T Arycai -7kl
2B AERA (Signature sha256RSA
algorithm ID)
ZH N (ssuer) cn=Hongkong Post e-Cert CA 1 - 14
o=Hongkong Post
c=HK
FREA (Validity period) |[FEF Mot |[FAEHBE N 24625 EHIUTC B5E)
before)
AEHR Not  |[HEBE B ALSENUTC B5H)
after)
FRBHE (Subject name) en=[{E AR es 4TH] (kD
ou=[BFEASELRIR] (k)
ou=[FHE B L BRI T M S S EmIH M) O3
ou=[EEE ABEREATH] (ihsxa)
ou=[BEC ABRE 1 T/E0F T4 7H]
o=Hongkong Post e-Cert (Server)
c=HK

FRAFIEIERLER (Subject public key
info)

HF %A1 (Algorithm ID) : RSA
ABHEHERE (Public key) © ZEH5RERSE £52048{1L 7T

B A B 7144%8 (Issuer unique identifier)

REH

BEC ASRA 5478 (Subject unique
identifier)

RAEH

PEAEFE(RREAL (Standard extension) CHFsES)

WSS EEM (Authority [BXRBMERREESN (35 AN A B 5 E URL]
Information Access) A(Certification
Authority
Issuer)
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e | LA
A (Standard fields) BrEE (ARS) BrEE (ARS) BrEE (FARSE)
PR TSRS 2R (98 th N 78 35 1 3 A S RO AR A AT ]
(Authority key identifier)
F TR (=BG 2 B % 05 &L ()22 {8 (Hash Value) ]
(Subject Key Identifier)
FUERLFE 774 (Key E LN e BN
usage)
(R “PRgE” WAL
FEBBUR (Certificate Policy Identifier = [#J{FEAIRS] (M3 6)
policy) Policy Qualifier Id = CPS
Qualifier = (#ZFE1EEAERIHYURL]
FERBAE (Subject DNS AEH (TR FRS S |[TRSATE N EIR S 4]
alternative name) 8] + [(FHA BRSNS | + [0 & 49] [BEYMAIIR 2544
HY(EIR ER 48] (D) ] CHtzes)

1fc822 Al
25 A 44 (ssuer ENESE!
alternative name)
EHAFRE] (Basic FREER e
constraints) (Subject type)

PEAR R FEPRA | fi

(Path length

constraint)
FEfRETSRLBE R 704 ENESE! Ik 25 5aEE
(Extended key usage) F Pz
HEREE T BE Sy BEATE = REERGE AR SEBEURL] (3E10)
(CRL distribution point)

Netscape ZE{E @iz (Netscape extension) (Hits)

Netscape sFEHAY (Netscape cert type)  |SSL Server EEEE]
Netscape SSL{EIFR 2328 (Netscape SSL | A fH

Server name)

Netscape f#iz¥ (Netscape comment) AEH

DU i FH A e 48 55 == "Hongkong Post e-Cert CA 1-157 DAEEZ L SHA-256 3 LAY E g
(fEIIRES) (frap FesEiRaememgy) -

e | WRALAE
FEEA (Standard fields) EWRBHETFZEET | BREHETZEET | ®EBRE T ZEBETH
HE (ERS) HE (ERS) & (FAR=8)
R4S (Version) X.509 V3
FF3% (Serial number) (B BE AT EN T Arycsi -7kl
FEEAFA (Signature sha256RSA
algorithm ID)
ZFH A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15
o=Hongkong Post
I=Hong Kong
s=Hong Kong
c=HK
ERHE (Validity period) | RE Mot |[HEEER LR EHIUTC FFH]
before)
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e | LA
PR (Standard fields) BRBHETRRET | DBHBETHHET | AEERETRRBTE
=E (fEkReS) =E (fEkReS) F (fHfRE8)
TR (Not |[HEBEE AR EAVUTC HH)
after)
FABEHE (Subject name) cn=[faIAR R ATE] (D
ou [7‘ CASFEGRIR] (k)
=[S E TS S/ B RS BRI AL (3
ou= Hongkong Post e-Cert (Server)
=B EC AR 1T/ P44 1)
7‘*6)\%%*%%%@ 1 CHtsE4)
l-Hong Kong
s=Hong Kong
c=HK
ERAFEHEREER H A (Algorithm ID) * RSA
(Subject public key info) ANFAZEHERE (Public key) @ BMBRLERE B20484L7T
T AFAIEHE (lssuer FIER
unique identifier)
BECARAISE (Subject EN D

unique identifier)

TEAEFE MR RRAL (Standard extension) (KfzES)

PEIE(S B3R (Authority |IXBHERRSEH | [ 5% H A1 /A BIRE T URL]
Information Access) A(Certification
Authority
Issuer)
&R PRI | (40 13 IR ARl SO A BB (] IR Bs 1) URLD (k)
RS
PR A TERL R 2R (98 N a8 35 1) 3 A S RO AR AT ]
(Authority key identifier)
FRFIERLEERRT [ =82 B %5 15 RL ¥ R (H (Hash Value) ]
(Subject Key Identifier)
FHERLME R 774 (Key BT HERLINE
usage)
(B “BRsE” WAL
FEBBUR (Certificate Policy Identifier = [#/{F3AIRE] (M3 6)
policy) Policy Qualifier Id = CPS
Qualifier = [fZz51EZEERATURL)
FHERIZ (Subject DNS (RN ERES | [ TR FERkes2 ([T FERkeEATE]
alternative name) ] ] + (A BRI | + [0 2 49] [BRIMERRER %
HYEIR BS 48] (isET) CARCGED)
fc822 AfEH
2 R4 (ssuer P NESEE!
alternative name)
EARRE] (Basic FREA I E S
constraints) (Subject type)
PR R R PR | fi
(Path length
constraint)
FEfRETSRLBE R 704 Gilil>E3e s
(Extended key usage) F P libgae
REERSHEE B Sy BT = FEEREEE P EEURL] (31D
(CRL distribution point)

Netscape ZE{HHEAL Netscape extension) (ffks)

Netscape SEHEA! (Netscape cert type) |

RIEH

HAHBE TEE
201549 H 1 H

Vs Bl -

g ESEAE
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i e | LAk

TEXERH (Standard fields) EWBHETZEET | FREHETEERET | BB ETEKEETE
HE (fERES) HE (fERES) & (fERES)

Netscape SSL{EIFR#3 44718 (Netscape SSL | fHH

SEerver name)

Netscape ffiz¥ (Netscape comment) eS|

FFeE -

L. TR AR A (ke 4T (BIEAIREIAEIE 2T (Domain Name) ) - EBF58E (EARES) “@ARK" 19(HE

=N o A

10.

11.

12.

AREs iR se RS A AL TR A B i MR R BIEC AT (RIESE ™" - AR D) - 7RI E TR
BERAMBEBRBEENE -2 T2 AEERZS 2 > B0 © *hongkongpost.gov.hk,

* subdomain.hongkongpost.gov.hk °
BEEASERER © 10 8T

‘BB ERTT ML — R 16 BT/ TR [ERg SRt TR M2 A 07 )Y, g
£ BEsEET WM —8 8 BT/ A S / B ERT O  UBT/TE RIRAIEE( 07 )
W EEE / Sl ERET > M2 AZC 07 )Y, “Hi” fi: —$55% 30 BT/ R) - &8
FATBIEBUN ST “EESRLETT K FEE / SHEE Wi AZC 0" ) HFmEE
HKPO fAREBIBOG A “HAL" R -
HAEH AR R S E S s o el - HAEA NS (A ERERE 3117 ) -
ERIESSINEEE > BT AL (d A (i S Netscape JE(HI#{II9 R “JERBASE” (Non-Critical) ZEfRHEL -
AHHE R A R Y (Fa5 BIHE (Object Identifier, OID) © BARAASAERIMIYILA- SR BIRE - s52RI5E 1.1 1% -

B (AR @A OEENAEE ZERARSAHE > —(ERERETEAHA ERSAE o &
SEREAS AR A TR AL B A A e T (BIESE ™" ABICITG ) » S—E AR BICrTE 7191
ARRS42%8 (I © * hongkongpost.gov.hk Az hongkongpost.gov.hk ) ©

ErEE (k) "R ZERHAEESE 50 (EEREE AT B—E R T LA (E kS
A MulEE 0 & 49 [EEE/MARES AT - (LA EIS (BIESE ™ ) Z (@RS gHET -

$ 7 B o 4% 55 F "Hongkong Post e-Cert CA 1 - 10"FRsd HAYBE » FEWMBH FH Y HE URL B
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl » [l /594252 "Hongkong Post e-Cert CA 1 - 10"Fr& iy " %2
s E RO EE -

#7748 58 F "Hongkong Post e-Cert CA 1 - M4"FR#EHMEE > SEWMBHEAEE TSR URL &
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl » /545565 "Hongkong Post e-Cert CA 1 - 14"FragtHAy " #
BEE O ARE -

¥ o 4% 55 & "Hongkong Post e-Cert CA 1 - 15S"FrE## HAEE > SEEMPEFHEHEE URL B
http://crll.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl, [t 75R#8E5E Hongkong Post e-Cert CA 1 - 15"Fras gy M 8
HEEE A -

4 FEsERAEImE RS E S (E AR 251 URL £ hitp://ocspl.hongkongpost.gov.hk
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FfifsE C
sk C - BB EMBEECRL) . EAFBEIERES B EARL) D43 FEERERE
Z(OCSP Response)f& =

At $% C sl B 1 4% 56 "Hongkong Post e-Cert CA 1 - 10" "Hongkong Post e-Cert CA 1 - 14"F1"Hongkong
Post e-Cert CA 1 - 15"Fred KAV EE S5 B DU B BT B RS B B0V S R AR LRI HAS = > DA
FH “Hongkong Post Root CA 17 Frs HIEFZEREEH A BE(ARL) AV EEHT e A FERIEAR = -

M —(E & F 44 “Hongkong Post Root CA 1 OCSP Responder” V43 FEEEIRAEEILIZHZE A
HE S HHREE I (G FEEREER S EE A IS AR5 “Hongkong Post Root CA 17 #EfT
4R R EIRE ARSI SR E - EiEE i —(EE & EE 44K “Hongkong Post e-Cert CA 1 - 15 OCSP
Responder” 4R ba% # IR R A B 4935 B NS, TR — (B4 L8 EiRaema R & A A IR as By 48
= “Hongkong Post e-Cert CA 1 - 15”7 #{74 L REEIREBIEAMAI N %5 E . BRICLIAL, 43 b as iR R Im AR
X AR IR B A T T — (R ME— R 3308 01D “1.3.6.1.4.1.16030.1.67, #5 5t 4 s R akim s
HIFEBNBER “TBEBOR” WAL, 7ERSEC KMz e, BRI IAR LasE R E L fs .

BB R ZIEH A NS E R AR (CE R A EERERE 09:15 ~ 14:15 K 19:00 (B[R
[EIAFHE[GMT ¢ UTC) B 01:15 ~ 06:15 K2 11:00)) 5 s5E RSN HEA RIS %8 1 2 RIS w8
R E TR ENER ¢

a) ToEIEERENEE ) (Partitioned CRL) B &4 4HAY B M s SRS E0TE R - AT
A HE(URLJERUHRERY T o E)=GEEHes 58 | -
i ETEE (L)
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1_<xxxxx>.crl
FH FH 48582 "Hongkong Post e-Cert CA 1 - 10"Fr#&H » Hrb <xxxxx> RyELE S 8 /Y
o
.  EwEFREE () RETHE (RE):
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
A 4552 Hongkong Post e-Cert CA 1 - 10"FragH -
. ETEE (EAR#S):
CEEE s RN E T8 E (ERSS) BRI EEEN " BEEEEREEE
(Full CRL)# A -

b) MRS ERGYSE | (Full CRL) &1& 47 B f 4582 "Hongkong Post e-Cert CA 1 - 10","Hongkong Post
e-Cert CA 1 - 14"#1"Hongkong Post e-Cert CA 1 - 15"Ar& HAVFTA CE S sl s HER - &
FEE oy BB N A iz ik (URL)SERR " BERGRE E AR

i HHP4E5E"Hongkong Post e-Cert CA 1 - 10"FF&s HAVEEE ¢
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong
Post, c=HK)

ii.  HrP4sEE Hongkong Post e-Cert CA 1 - 14"FrasHiAyEEE :
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl B,
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 14 CRL1, o=Hongkong
Post, c=HK)

iii. HyrP4s8E Hongkong Post e-Cert CA 1 - 15"Fras G :
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl B,
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 15 CRL1, o=Hongkong
Post, c=HK)
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distribution point) AL A EERARIALEE(URL) ERERIREE EREY FH -

IR B 0T BAEBER R o SRR EREE AN - AR KA REDN

T LT BRI A EE AT AT B o E S E R s B

HYRHT R AR o EAAEBEEAR

R AERAREAERT » INEBEEAEE http://www.hongkongpost.gov.hk/ AT Fe s EHEH B . -

(D

Hh 14855 = "Hongkong Post e-Cert CA 1 - 10"FRIZAE RIS Y 73 B =0 R R BGRE S 1 s A =

FEAERAAL (Standard Fields) | Tz (Sub-fields) |53 EI=GEEEHENE - ERESE |t
HERI AR L AR EA
A (Version) V2 AR RS E A BEAS =y
RS By X.509 56 fR
Fa A (Signature shalRSA IR R DA S B s SR

algorithm ID) B EDENT SR RS
ZEH A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 IR 2 2 N B B I
o=Hongkong Post B IMERE
c=HK
IEZREEHr (This update) [UTC B BT R A SE SR A Y&
HH B (B2
TREHT (Next update) [UTC BfE) FoR T REEE YA E
RHYH S miEEH (TRE
¥ o mMAgRERNHBAZ %
e o MRIBGE R AR
B i E R RS REN R
i
A (Revoked I FE8E (User FEEFR] RS HERS B NEs E
certificates) certificate) i
s H A [UTC F&fH] DERR BRI E 58 I R
(Revocation date)
S EHEE S A REH AL (CRL entry extensions)
JRRRHS (Reason | [HACHSHE Ha % RIS EERD
code)

REAE AL (Standard extension) (FfEE 2)

FHL TR 2 G L R 1 4 7 A (Issuer) cn=Hongkong Post Root CA 1 DL R LA B R AR A FH /R
(Authority key identifier) o=Hongkong Post SE S ER A BN
c=HK REFVBCEHA BB -
F5% (Serial number) |[5§ N\ B EAVFE] [t NG = ) A

S A B RS (CRL [HHiZEE R E ] IR G E R A B AY4R
number) 5% amSRLUER I R EE -
FEH N 53858 (Issuer [LL DER Ha4mhE |R(E] AL Sy oy B AGE E R A
distribution point) SR EE S BHHEHA -

25 (Encoded

CRL Distribution

Point)]

(OEfAs PR
HRfir)

() 455 Hongkong Post e-Cert CA 1 - 14"1RIB AR RIS H AV RAS S E RN E B -

FEAEMRINL (Standard fields) | Tz (Sub-fields) |BEEEE BT A EMMAE st
FRA (Version) v2 LRSI A BEAR Y

RS By X.509 28 —hK

ZBE A (Signature

sha256RSA

BERRE T F DA B 2

algorithm ID) BRI ERATE A
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TEAERANL (Standard fields) |FH#{7 (Sub-fields) |BEAEEEREHE EMUAR fHEE
ZEH A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 14 IR 2 2 & B I
o=Hongkong Post B EAVIERE
c=HK
IFEZEEH#T (This update) [UTC B IR A E R B3
HH B (B2
NEHT (Next update) [UTC B[] T PRGBS A
RV HIAECZ A (FRE
¥ o MAgRERNHEIZ %
e o MRIBGEE R AR
i E R AR REN R
i
FPHEEE (Revoked FIFEs8E (User EEEFFT7] RS H ERE BN E
certificates) certificate) i
s H A [UTC B%H] DERR BRI E 58 IR R

(Revocation date)

SHEROEE BB RHERIAL (CRL entry extensions)

JE IR (Reason

code)

[FRH A R

CBfFE 1)

R (Standard ext

ension) (FffEE2)

FHL R 2 G RL R 1 4 7 A (Issuer) cn=Hongkong Post Root CA 1 AR LA B AR LA FTE
(Authority key identifier) o=Hongkong Post TRy A AL NS
c=HK REAVECEH A BHEHERL -
5% (Serial number) |[3tH S ERIFE] g~ A GEET R
FEE PR A B 9RHE (CRL (%8 R4 E A It e E A B AY4R

number)

5t 0 Zamst R P E A -

(D) EH94#:%E Hongkong Post e-Cert CA 1 - 15"1RIB A HI S AV B AB B BN IS AR -

HEAERIAT. (Standard fields)

AL (Sub-fields)

RGBS B N

i

RS (Version)

V2

SEAREE e E A BEAS =Y
WA By X509 56 hR

FEHE R (Signature sha2S6RSA PEMEEE R DA S B s s

algorithm ID) BV ELEAY SR RS

A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15, IR~ S s HEs S

o=Hongkong Post, 35 BRI M
I=Hong Kong,

s=Hong Kong,

c=HK

[FEZEEHT (This update) [UTC Bf) LB A E R A B &
HEHH (BREH)

TREHr (Next update) [UTC ] TN N REEE RS HAG T
R EEAES g (TRE
¥ o mMAgRER HE I %
e o MR EE AT
i HERHEEREREN K
FEH

FEH5E (Revoked FFEsEE (User EEEFR] AT H e E S E T

certificates) certificate) i

s H [UTC B¥fH] DB R P S IR

(Revocation date)

SHEHACEE BB RHEREAL (CRL entry extensions)

JRECHE (Reason

code)

(AGAE ]

QG

TR AL (A A7 (Standard extension) (FffEE 2)
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TR (Standard fields) |Ff#fiz (Sub-ficlds) |EXRE=EEHHH 5 BEMMNE st
TR USRS B 2 T 2 A (Issuer) cn=Hongkong Post Root CA 1 IEREER A B R LSS B F7E

(Authority key identifier)

o=Hongkong Post

TG = RS BAVRL N

c=HK REAVECE B F R -
9% (Serial number) |[%% i AGEEHYF5%] BEARRE R 5% A SEE PR
a6 e TR BB AS (CRL [HixEE S A BEARRE R G5 A SRR

number)

5% 0 ARSI I -

7 B G R R O 1 R R S

CTEENEACY R e P ESENVER -
T BRE B AR AR T IR H AT S E A R s SR B2 M o o 3% LA S B T Al

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

K
http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl B,
(IV) FFEEEZ " "Hongkong Post Root CA 1"fEEAE HIlE8 HH By PFRERISY

-

TEAERANT (Standard fields)

MMz (Sub-fields)

RIS AR AE

it

R4S (Version)

V2

IR A RER S A AR =Y
RS By X.509 28 —hK

ZBHE A (Signature

shalRSA

BEREEUT FH DA s B R A

algorithm ID) BEAYEERE AT

ZEH A (Issuer name) cn=Hongkong Post Root CA 1 IR R % B R aE P RE R
o=Hongkong Post B ERIERE
c=HK

BEZREEHT (This update) [UTC Hf] IE R AP RERIEH 5 B 58
HHHE (BREH)

TREHr (Next update) [UTC ] TN N RIS AT
R EEAES g (TRE
¥ o MAgRERHE I %
- IRIBILGEIEEERIT
B IR S R B R
2

455 (Revoked FFEsEE (User EEEFR FEF I e B ST

certificates) certificate) i

HE HIA [UTC B&RH] IR R S TR R

(Revocation date)

SHEHACEE BB RHERAL (CRL entry extensions)

JRECHE (Reason

code)

(AGAE

QG

FEAEFE(RAR AL (Standard ext

ension) (FffaE 2)

TR R RL S AT A (ssuer) cn=Hongkong Post Root CA 1 FHAFR A BRI AR R
(Authority key identifier) o=Hongkong Post BTN BB AR S
c=HK REBCEH AR EHERL -
J759% (Serial number) |[3H A SEEFIF55] IR B B ENTFIR
S ERIEEA B 9RHE (CRL [ S E A IE R I RERL SRS B AV 4R

number)

5% 0 AR R A -

e 5335 EE (Issuer

distribution point)

REFARFESE =6
RFAEHR S E=2
fEl#£Y CRL=A3

(BLHRE “BASE™ ffr)
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(V) RIBAER KR B ERBEEEN-

EBEE AR R IRRR AR AU (] las SR AR AR AR ERdEiRREE A AL - —(E MRy &R E3EER
REMEE B DU T 4H R

AR fir L L i [IAESS e
(Standard (Sub-fields) (Sub-fields)
Fields)
JEEEIE i (Version) v1 (0x0)
(Response data) | &% {Elfik #k 1 |by key RE |[FEZEMREITAR SHA-1 4%
Responder ID =k {&]
Produced At FE4 [Generalized %] I FEE 2 IR (GMTH0).
IS
Sequence of Single Response B8—EEHI TS
Single Response |Certificate ID | [ZZKAYEZ 744 1H] BERAREE M A A
BEE sE A o HELBEEHRT
o A TELEIVHEZ
(=N

o B ALNELHVHER(E

.« EmETFH

o AR [FE EHIIRAE] ARG HE (A H B
(Certificate (GMT-+O)RIfRIEH R 8% (I
status) SE 1)) SRl
AZKHHr This |[Generalized BFfiH] o 5 IERBIRRE A AT H BT
update H#fE (GMT+0).
TRE T Next|[Generalized i H] T B RAR Y E AR
update (GMT+0).
BT sha256RSA AR FEEILEENFA
(Signature
algorithm ID)
# % (Signature) [HEEIE] JEEH %+
vk S ke 2 N GEEVERE] EE RS HEEAZE
(Certificate)
et -

L DU BT EessE S0 T 51 A2 Fh e I

0= R | = BIEERIING 5 2 = HESHRIZRIVNE § 3 = BiskswE
4 = FEWHAUR © 5 = FXEEHRRAEC ILAETE © 6 = SEE I il

H SR AR (N E VIR - AL T IRIRAGES ) & 2L 10, For (B ToREERH ) -
2. FRIESSNGER > PPy B “JERHERE”  (Non-Critical) ZEfHARIML -
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fi$% D
[tk D - TBEBETEHE - REHE

D BTEE (EA)

R ETEEEAN BrEE (HAD TR 18 R ALY
“HEEhR” EFEEEA)
BiA FrAASEES Oy R 18 B AL FrAAREES I AR
18 BEALE
WA IREE HK$200,000 HK$0
PR E e

BoBEESRERE 2048 {iL7C RSA

EARHEBR |HEBESRES:

E 5 EHEZEHFE ARG > RHHFE AR EHEARETEE (EA) SNBSS
Eog ik Bt E M B ST | % B R
HENEEERL |FESNE LYIHASSIE S

NS¢ B BESVTEESBAIHEREUE (hash value)

BEEMAE ¢ R
SR ASF g (HEBEEZEREE 2 EE)

BEEM BiraEE (WEERENHR | RAKGEEEERE 24 kS hEE (BREEXREHH
i) 94 50 BT (RAEE i) 94 50 BT (RAEE
TESEREAIZS 2.4 f5R) TESEREAIZS 2.4 /)

ey e i = —F - ZEHR=F =%

(RANZEEESEAERITE 124 5 3.2 K 33116
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2) BETEE (R - BraE5GRE) NEFEEERE)
L ETFEEE ErSEdB o ErEEGE |BETrEEER |EFEE (EH
Rk ) ) “WEHR”
A2
BEEA FER BRI TR BN 22 35 A3 B atee 2N - JEREAGRI A 2 A A E B B
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TEEEAL
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EARHE HE AR EESE RS ANBTTES
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T R RE RN S 5y
HERR  |BEEEEREEN (B EE IESEINE Y (s K (s s
= H g e
HENEE | SR AL o BEREAMEL e SRR v BSOS
BREANE | REMPISCEA R HEE fi#t i i
et » SEAZERE (HEBE B ARGE | BRI | SRR = S AE
£) 4T S FLER ] 2 fElfREs %4 ZfElfk s %4
= SRCABEZ AT EESE kb T 8 S AE 58
" BERASEH BEHASFE HIZAFIH
% (HEAE ot (HE 2 FESME AR
BARSESE) RSN ENS PR
= SECAEEZ FEA) v BEASH
NE] PEES | SR AN rok(HHEA
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FEELERN &)
= TRCAERE
ZUNE] S
FEDELEN
BEENATEC ARG EEARERIEE 2.4 1%
ZH
HEARE | WA —IE ~ THEEESE | B 2| RS | —F - RERE
B VU4E o
(RARGEEEEAERIEE 1.2.4 2 3.4.1 5%
B aE:
1. BORSZRE O & e A A B P 435 35 "Hongkong Post e-Cert CA 1 - 157 #EHME Fi8E URELD.
70

HREEE

B

2=

2015 9H1H
Yk RIS ¢ 1.3.6.1.4.1.16030.1.1.31

el EAEAER]

8."."cm;gl«mg Foste-Cert
SFHBRBTHE




fis% E
[ E - BAEBE TS ESXE g 2E CGEAENES)

FAZRE RS A A F TS > B P B R Il i O 2 e SRR

71
HAENE TS KR ER]
20159 H 1H (:?fom;k(mglbﬂe-Cerl
s PIRE ¢ 1.3.6.1.4.1.16030.1.1.31

FETRT TS



fts% F
[k F - FEE B E TSR - @5 ETEBARAEZ &Y HELE CEAENED)
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134 BB AL 1.2.2

1.3.5 HEAth 28155 2.1.3 Kfffs% F
1.4 B ETEA

1.4.1 BEREEER 1.2.3

1.4.2 PRI EEE TEF

1.5 SRmsE T AlE & 8

1.5.1 SRESSORE B A ATE & 8

1.5.2 BREEA 1.3

1.5.3 472 CPS & SRS IS AE K 8

1.5.4 CPS it fefE =t 8

1.6 EZEAMEE fifsk A

2 EEEMBEEEH 211 R 2.5
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