8J’{c:wglx‘fowgPosz‘e-Cert
BEPHREXE

e-Cert



11
1.2

1.3

14

21

22

2.3

......................................................................................................................................... 7
.................................................................................................................................. 7
.................................................................................................................. 7
L 2 L e 7
L 2 e 8
L 2 3 e 8
L 2 A e 9
........................................................................................................................ 10
................................................................................................................ 10
............................................................................................................................... 1
................................................................................................................................ 1
201 e 1
2. 0 2 e 1
2. 0 3 12
........................................................................................................................ 12
2.2 2 e 13
2. 2 3 e 13
224
........................................ 16
2 2 D e 17
2. 2. D e 17
A PP P R P RO T PPN 17
2. 2 8 e 17
2.2 e 17
2200 e 17
2200 e 17
2.2.02 e 17
............................................................................................ 17
2.3 L e 17
232 18
2.3 3 e 18
2.3 e 18
................................................................................................................................ 18
........................................................................................................ 18



2.6
2.7

31

3.2

4.1
4.2
4.3
4.4

4.5

713 19
713 2 19
7.1 3< SO 19
............................................................................................................ 19
............................................................................................................................ 19
........................................................................................................................... 20
........................................................................................................................ 20

c 1 OO 20
312 e———— et e s 21
c 1< J OO 21
c Y17 OO 21
305 ——————— e 21
c 1= O 21
c T Z5 O 22
c Y 1 H O 22
c 1K OO 23
c 15T J O 23
........................................................................................................................ 23

321 D T 23
3.2.2 () ( ) C ) 23
............................................................................................................................. 25
........................................................................................................................ 25
............................................................................................................ 25
........................................................................................ 25
........................................................................................................................ 26

DAL oo e s et e e ee s 26
O 27
3 28
BAA e s ettt e se s 29
........................................................................................................ 29

3 29
B3, ———————— oo ee e 29
3 29
BBA ee—————— oot s e 30
3 - 30
X - R 30
3 Z5 30



4.6

4.7
4.8

4.9

5.1

5.2

5.3

6.1

4.5.8

4.6.1
4.6.2
4.6.3
4.6.4
4.6.5

4.8.1
4.8.2
4.8.3

511
5.1.2
5.1.3
514
5.15
5.1.6
5.1.7
5.1.8

521

531
5.3.2
5.3.3
534

6.1.1
6.1.2
6.1.3
6.1.4
6.1.5



8.0 e 35

B.2. ] e 36
0.2, 2 36
0.2.3 e 36
B.2.4 36



- N MO < IO © N~ ©

A -

B -

D -



11

1.2.3(d)

1.2

121

211

1211
213

213

1212



1213

122

1221

1.2.3

25

1.2.3(d)



b)

d)

124

125

3.2



1.3

14

68777
2921 6633
27759130
enquiry @hongkongpost.gov.hk

-10 -



21

211

25
4.1
42 4.3
4.4
441,442 443
0] (i)

-11-

(iii)



f)

o))
h)

K)

2121

213

2.2

221

1221

-12-



222

2.2.3

2231

4.3

2.2.3

-13-

224

4.3

4.3



2232

(1)
)

2233 % 100 25

100

2234

2235

-14 -

25



2236

2.2.3.7

2.2.3.8

http: //wmwv.hongkongpost.gov.hk

-15-



25

224

2241

2242

-16 -

3.1.7

25

100

100



225

226

227

228

229

2.2.10

2211

2212

2.3

231

-17-

8



232

233
2
enquiry @hongkongpost.gov.hk
234
24
¢ ) 50 ( 5 )
¢ ) 50
¢ ) 150 ( 5 )
150
( ) 2,500
150
150
25
24 7
URL

|dap://Idap.hongkongpost.gov.hk.

-18-



251

252

253

2.6

2.7

-19-



31

3.18 319

( 3215 )

311

3111 ()

b)

31111 ( )

3.1.12 ( )

-20-

3.1.10

B)



3.1.15

3.1.1.6

http://www.hongkongpost.gov.hk

312

3.13
( ) 311

314

315

3.1.6

-21-



3.1.7

b)

3.18

“ For and on behdf of” (

3

-22-

3.19

1
“ For and on behalf of
3
(
2

(

“ For and on behaf of” (
3



3.1.9

3.1.10

3.2

321

322

http://mww.hongkongpost.gov.hk

http://mww.hongkongpost.gov.hk

-23-

)



-24 -



4.1
3.18 3.19 3.1.10
4.3
(Secure Socket Layer)
4.2
a)
3.17
b)

|dap://1dap.hongkongpost.gov.hk

4.3

-25-



317

b)

()
(if)

(iii)

4.4

44.1

4.3(a)

4.8.2

-26 -

2.1.2(h)



4.4.2

()
(if)

(i)

(iv)

1.2

-27-

http:/Aww.hongkongpost.gov. .hk



4.4.3

a) D
b)
c)
( )
(
d)
[GMT] 01:45 06:15 15:.00
"http://mww.hongkongpost.gov.hk/crl/eCert.crl” LDAP

-28 -

2

0945 14:15

23:.00



"|dap://ldap.hongkongpost.gov.hk"

213 ( )

4.4.4

4.5

45.1

4.5.2

4.5.3

221 (

-29-

S

25



454

4.5.5

4.5.6

4.5.7

4.5.8

4.6

4.6.1

4.6.2

4.6.3

-30-



4.6.4

4.6.5

4.7

4.8

4.8.1

4.8.2

4.6.2

-31-



4.8.3

4.9

-32-



5.1

511

5.1.2

5.1.3

5.14

5.15

5.1.6

5.1.7

518

5.2

481

521

-33-



521

5.3

531

532

5.3.3

534

-34-

2.6



6.1

6.1.1

6.1.2

6.1.3

http://www.hongkongpost.gov.hk

6.1.4
2048 RSA

6.1.5

6.1.6

-35-

3.1.7

317 )

1024 RSA

€Y (b)
1.2.3(d)



6.2

6.2.1

6.2.2

6.2.3

6.2.4

6.3

6.4

6.5

FIPS 140-1

6.2.4

FIPS 140-1 2

4.6

2.6

-36-



6.6

6.7

FIPS140-1

1

-37-



7.1

7.2

X.509

-38 -

X.509



http://www.hongkongpost.gov.hk

http://www.hongkongpost.gov.hk

-39-



@
(b)

@
(b)

b)
c)

-40 -



@
(b)
©

(d)

553

98

@ 22
(b) 22
(c0 34

21 34

@
(b)
©

-41 -



@
(b)
©

@
(b)
(©
(d)

@
(b)

IETF-

TLS

-42 -

RFC2246



X.509V3

X.509V3

X.509V3

[ ]

[ ]

[ ]

shalRSA

shalRSA

shalRSA

cn=Hongkong Post e-Cert CA,
o=Hongkong Post,

cn=Hongkong Post e-Cert CA,
o=Hongkong Post,

cn=Hongkong Post e-Cert CA,
o=Hongkong Post,

c=HK c=HK c=HK

[UTC ] [UTC ] [UTC ]

[UTC ] [UTC ] [UTC ]

cn=[ I cn=[ I en=[ 1

e[ 1, e[ I, ea= [ 1

ou=[ I ou=[ I ou=[ I

ou=[ 18 ou=[ 18 ou=[ + /

o=Hongkong Post e-Cert (Personal), |o=Hongkong Post e-Cert + 14

c=HK (Personal/Minor), ou=[ 1.

c=HK ou=] 1,

o=Hongkong Post e-Cert
(Organisationd),
c=HK

RA RA RA

]5

cn=Hongkong Post Root CA,
o=Hongkong Post,
c=HK

cn=Hongkong Post Root CA,
o=Hongkong Post,
c=HK

cn=Hongkong Post Root CA,
o=Hongkong Post,
c=HK

[ ]

[ ]

[ ]

DNS [ 1° [ 1°

rfcg22 [ ] [ ] [ ]
Netscape i
Netscape SSL client, YSMIME SSL client, YSMIME SSL client, SMIME
Netscape SSL
Netscape

http://mww.hongkongpost.gov.hk

http://Mmww.hongkongpost.gov.hk

http://mww.hongkongpost.gov.hk

-43-




X.509V3

X.509V3

[ ]

[ ]

shalRSA

shalRSA

cn=Hongkong Post e-Cert CA,
o=Hongkong Post,

cn=Hongkong Post e-Cert CA,
o=Hongkong Post,

c=HK c=HK

[utc ] [UTC ]

[utc ] [UTC ]

cn=[URL], en=| I

ou=[ P2 ea=|[ 1.

ou=[ + / + 1% ou 2

o= ], ou=[ + / 14,
ou=[ B o=[ ],

o=Hongkong Post e-Cert (Server), ou=| 1.

c=HK

o=Hongkong Post e-Cert (Encipherment),
c=HK

RSA

RSA

]5

cn=Hongkong Post Root CA,
o=Hongkong Post,

cn=Hongkong Post Root CA,
o=Hongkong Post,

c=HK c=HK
[ ] [ ]
DNS
rfcg822 [ ]
Netscape U
Netscape SSL server SSL client, SMIME
NetscapeSSL [URL]
Netscape

http://www.hongkongpost.gov.hk

(ii)

http:/Aww.hongkongpost.gov.hk

(iii)

-44 -




1 : , CHAN Ta Man David
2 , 10
8 "R (xx )
":ROY1” ":ROZ'

4 u ” : 16 ’u / ” : 8 , “ ” : 30 (

i T / ” “o) ( HKPO )

" " "R (xx )
":R0O1" ":ROZ’

5 1024-hit
e ( )( hkid_number )
(' cert_hkid_hash )

cert_hkid_hash = SHA-1 ( RSA,,j,atexey, a1 ( Kid_number ))

SHAL RSA
hkid_number hkid_number
-RSA, i vatekey, snas (hKid_number )
SHA-1 ( RSAprivatekev.

saa (DKkid_number ))

! Netscape “ " (Non-Critical)

-45 -



(X.509 )

ShalRSA

CN=Hongkong Post e-Cert CA
O=Hongkong Post
C-HK

[UTC ]

[UTC ]

[UTC ]

CN=Hongkong Post Root CA
O=Hongkong Post
C=HK

[ ]

[ ]

" (Non-Critical)

- 46 -




1024-bit RSA

1024-bit RSA

1024-bit RSA

1024-bit RSA

24

50

150

150

150

2500

150

150

100

100

100

-47 -




