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8. MENIEHE

B SO VR ) — 2 2 M MR EAZ A S A A o A SRUEN — & A M B ECZE Y TT http://www.eCert.gov.hk
AR EUf A7 A AT, BRI AR, X 3R AR P B Bl A DA S E NI B AR 70 AR AmT
Hof AR HE NAE HH A0 B8 40, A S IS0 2 S B ml AT b RV PGB B BB S . B B e A K
PEAEF N LT N FHEIEEUN T hitp://www.eCert.gov.hk 81 F s M B A7 22 30 W I 47 vHE D) DL R L 1H
HRRA
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http://www.ecert.gov.hk/
http://www.ecert.gov.hk/

B3R A
B A - RC
BRAESCRE S AT 70 81 SR 2 AR OB S

“BER” HiEERmE—

(a) TEHENIEZIEH A HE B BORAAIR R A ZIUE B AIE T, f8—
() FEVZIETAE B2 T2 B B R R 15
(i) HEAEKGZAEF b N A AT ELTE SEA A7 22 N A AT
(i) fHFHZIET; 8
(v) PAHEAh 7 KB R AZIE ;5

(b) TEFNBSTEZIE N8B BOR AR AZIE RIS T, fi—
D BHIAZIEA R 2605 1 58 T NI BE R R R
Gi) HHEREZIE 1) Al N A A BTE SRS AF R N A B8R
(i) PAFAR T 2R R AR ZIE 15

“RIEA” H5 ARSI IR LS BB . sPiE s (BN — R Rk, A
HEILA.

“FEXFRERS R ” FRAET A L AR DR R AR TR i FIAE 7 AR O 68 2 R N SR e B AR A 5
BB L N ITER A .

“RBERARER” FHF AN IRBURE

BB RSN Z R B s 10 B C AU S FAZ AR 5t SR 5368 e 77 32 8 e A B PR L T HIE S
(WURERSS) AN BRI R . j 03 3 28 512810 AN DUERI T RAERF A R R IO .

“IBURESE R F12 AR EOIE T TE A o 400 155 %8 B [T S A7 TOR2 A TR A R 4RE 5 2 Bkl
“UER” sk “BTFIER WUWERE)” BRFESLUUFIE Rz 4%

a)  HIZIENLR VIE B BRD5E 2 H 1T & H % E0E 28 28 F RO AR Bk e B 250 g 38 5 7y B HoAh 3

BURFIE

b) R H SR AN

c) TBABHGRMERKGLFHE;

d) FZIR RGBSR E AT MR I

o) ZRBAFIIZIENIREE,
“REAFHLIR” eIl AT LN 5B — R ENL o) & HAIE 4 .
“TRLAEFEMLAEN ” 5% “HERN” FRRZAENLOC K H UAFe B H A8 R e P i B 2 VBl 512 45 Jmat 2 E T
“IEPESIE R FI28IE TR B ATEIE T R & B HAR (R 5T B A TR0 ATFERGRLIE T (BHARZEARET) 2 %k,

“BRUERBER” AL BB AN AR EICHL AR G B A BIC AN AT SR IE B, DUIFIE
o

“EL” REMERTEOITL I 2 AR EBUZAEN LRI SN G2, LREARIME T 2023 £ 7 1 HZ 2026 £ 6 7 30 H
SRR A A Ml DU 32 B 24 o A AR IR B HE AL G 2 R 55 B R ¢

“RIE” TR R TS AR AT AEEL AR GIR TR E, B HOVEEIBEAR R AT ZIEAL G
GG 3.2 BT RAEZACEEN, IRAEGLI%K, AEBHBUE S S i M BUZEN LR Z 55 M R 4t

“Mb G5 SEI 7 18 dEUR BEREHSCE MR 21 33 2% N AT Z AT AZIERL SR 55 55

“YeENF” 1RIHME H WATWIREIC AN GEE RIS BARSCZ AT B TE . (HUERSS) B RS EURSS .
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“PINBE” MR TORME, BEFAZRTEE, ZEFMNATRE T R G M5 R ECR 12 T O Hi A e
PRI, AR R AR 2 R AR i 2 T LD SR M BB N AT T R REHE LA 5 -

(a) IZHHRAL B T ] 5288 NN TP R R B 2 F N B = 2 A

(b) AR R, JRAZ BT AR EREAE .

“BFAEFAEFEAR” 48— A, Bl SORRE, T TE R RN
“HTLR” MRRARG AN LT, ML xR:

(@  BEAEBINAGALIEEE N EIRARGHEIE R S N BURARS: I

(b)  BEEAEAE IR A G BB A

“HTER” RS TAFMIEREIEE DA B TR T B TR AT S, TR TR
HH 7 AT S O EBURINZ AR H ) E L ECR & .

“BHIE” i A AT X BUR NSS4 Ab R A S IE

“TRAR R J5 T AR BAIE T UL R Z I A R . SRR ke 258,

CERC AFETTRL. S MR PR, RRER. B R R

“BWIRRG” 8 AL NIrE W2 R4
(a) ALFE R,
(b) LR HEIR;
(c) REFTEMT R ML RGN T2 BRARGW, WEEHIER TR IZERA N DA 7 b ;K
(d) BEAER R BN IR LSS BN K EUEF R 1% RGN EBIEA RS T2 BRRAN) o

“RH” BERINS, 18

() HIEZIER, A ZIEBAS R TEZIE T AR L 8GR AR E A ZIE BRI AT R, @EZA; 8
() BZUE K200 8 B8 TAEZUE T T8 A BURBIN R R A ZIE BRI BT, 8RN, REHEZIED,
IR EPRANZAIE T T N

CEEN R RL” AEAEXIFRE RS RS, SRR N R AL K AR AR AT R R, % A T R AT A% SEZ AN
TR LRI A 2 B R

“FBI” HEEEEDIE 553 T (L TRAKB).
“EWIEEK " IEFUEEDI 08 7 CIBBCEAB) FrREK.
“RNEETRR” THHCA B B 1 {7 M2 2 A
“ATFRERBEL” JHICAH B R B J e eSO 5 8 2 R
“WATES” J:
(a) AR FL T3 S B 22 AT 245
(b) JRARR A0 T2 S4B 22 ST ZUE T2 K SIS Z I s o
(©) FL T A 34 AT RENL TR R I AT IE TS 2 I
“ITTHETERLIE” JARR 1 7250 5 215 21 AT 2 BENL o 34 & FTB BTG
“GER A TG LV A7 SISO Iy 5 2 I, 746 47 48 1T S T SRR SO 2 7

“BAEFLHLR” HHE SR TS ARAFRRENNE GIHTRRE O, SAKWE, FREL50 AR AT A
TEAE L HE I i ik 2 & 20 T AR AR A

“BAEHAE" EPREEICANRBIIIE GUEETHRE D, &AW, SR LI e 1 2
SR, (CHSM™D, UHATHIE TR E (D hArdriist. ZIEP A ZR R AAAHEITIIE TR E (D HHEX
ATRCRTIEN] Ao
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“TYEPRAT” R ATE - 4R T 4 R PR A

“RHREF AL SRS IC AN URR TE B 2 BRAAE 5 rh e B AT 0 2850 R 1) L EF (LRSS ) 1 PR N ik
Ao

“BETFEE” +8FEMAF AR RIET DL R HAD 5iFE A KT R TR RS
“ERE” $RZC ARG BUR P BB B ER A
“B7 K “BE” OIEHBREESFND R E S BCR A AT S, 80z N E SR 2 AT 78R .
“hgRIEFE” Fi5 AR YEALE 5 "Hongkong Post Root CA 1"FT& & IR GkAZIENLSGE T, FA T&R FEIEGA L.
“HEADHBT” BT BETFRSERADZEHINN, PATELFREG TIE.
“BIBNY FBRFELUTETE BRI
1) TERSET 484 SR AN R BE T
() BIEZZIED; &
(i) FFE 55T ZIE N A TF DR B 2 FA N B AL s
VEMR - “RBEE " A ELRT S, EAAEERENERE, ERBFZEBNELEARA AR RS
UE P AN AT DUAE FAZAE 45 9 A TF 3RS AL B 2 FAN 35008, IF HiZ 4 N+ B3R B0 AP AL
AR P o

BIWABR  fEH B A SEBAEAT LA L, S HE R LS R AL AR R AT SAAZAE AR U
ko

B AN FRIE IS TR R DA F F LAY, FARYE SRR AE N, B A & B kg
HPR W TAER (BUIRS) ZHH.

“RERG” R G UUT AR AR BF SR :
(a) 7 P 22 ] G T8 52 N AR AN 8 s
(b) FERTRLAEFINE DL, TSR Rt s SURE T 5 BRI A 44 LA 55 5 T Ik 3 5 K5
(0 AHMESIITHIEEIEE:; &
() WAE etz 2450

APITRTRH %G, WEBLEETSRITRIEBAZ AT EERB LS, MXERZFLAAEEAN,
0 327 B 35 2 B AT ARAE IR Z A T3 UE B
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ffx% B

fif3% B - FIBHFBUE TEH (DIMERS) X

1) BTES WHEERS) #X

1.1) MBIFIEF “Hongkong Post Root CA2” ZF

PLR RIE A T B A 4R IE 15" Hongkong Post e-Cert CA 2-15" PAZRIZE pRi 8 SHA-256 & H I FUET (HUAAER

%) -

EALER | =S

Fa#EARE (Standard field)

A X.509 V3

(Version)

s [E AR HEHR R G B B K A 7o 28 /S ki 2]
(Serial number)

ZEH R Sha256RSA

(Signature algorithm ID)

RiTH

cn=Hongkong Post e-Cert CA2 — 15,

(Issuer) o=Hongkong Post,
I=Hong Kong,
s=Hong Kong,
c=HK
BRH AETF [ A HE IR R G B B UTC I )]
(Validity period) (Not before)
ABRT [HABNBUR AW E FUTC WA
(Not after)
EX ¥ i en=[EAC AN TS it 2 SAUH 7 B 73E B SO b2 AR i 44 e

(Subject name)

D

e=[ L T-HEFEHbIE] Coiz

ou=FILASERT] M3

ou=[ i M. B AL UE o 5 HEHHES EICIEF g 5+ HoAh] (pivea)
ou=[E L AW AFR] Chis)
ou={HA%+/+E L AHUIG 7T BT THHR] (it 6)

o=Hongkong Post e-Cert (Organisational Role)

c=HK

EHATFEELT A # IR (Algorithm ID): RSA

(Subject public key info) ANTFEND R (Public key): 2505 20K & 22048 43770
RHENRP LR AR

(Issuer unique identifier)

B NRA B HAEH

(Subject unique identifier)

FRAEFE(HAZAL (Standard extension) (FffiE: 7)

MR TR IR A 2 7K

RHA

cn=Hongkong Post Root CA 2,

(Authority Key Identifier)|(Issuer) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
iacs TNTINE ST
(Serial
number)
TR KAk, H0E, B
(Key usage)

(AN k" 26D
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AL FR EANE
IEREE Policyldentifier =[#4 1R AI5] (i 8>
(Certificate policy) PolicyQualifierID = CPS
Qualifier = [#ZUEAE L8 W () URL]
Policyldentifier =1.3.6.1.4.1.16030.1.4 (i 9>
PolicyQualifierID = CPS
Qualifier = [FUFAE L1 U (] URL]
kAN R DNS RAEH
(Subject alternative
name)
rfc822 GERRFAE N FIRFERAE] (i
F-BFRER | AN PSR BUE FRmeg, CGEARIE) ] (ki)
KL R AR
(1% Directory
Name CN)
RATHE R A
(Issuer alternative name)
F AR 1 TN RS
(Basic constraints) (Subject type)
AR BERS |
(Path length
constraints)
FE R 2R AL L A SSL Client, S'MIME
(Extended key usage)
MEFREHER SR A IF R RAARR = UEFHUATE .70 K URL] (i 11
(CRL distribution point)
Netscape ZEfH#=A7 (Netscape extension) ([fHiE7)
Netscape L F526%] A
(Netscape cert type)
Netscape SSLA IR 2$ &4 #R RAEH
(Netscape SSL server name)
Netscape &£ KA
(Netscape comment)

FrvE -

L.

BN L HD Frg bz 32800 P & il SO L2 BB P4, DLasoik s 0#k- 2K (R5) +
% (B0: CHAN Tai Man David)

2. BT AN TR ALY A P B IR L CAnvE A IR AE AL, S A

3. BiLASEmS: 10 MHT

4. “TMEICIEPH ST AL 8 16 B/ R D e EICIERR S, B NEC “0" )Y, “ENHED
[ BACUER" REAL . — R 8 AL/ R CIyENHES / BidiE R 50 F 8 A /78, WS iSEC 0" ), W
TOEMHES / BiCUEBam S, B RAEC 07 )], “HAh” B46 —HR2 30 Mt s, SRR
THXBUNEIIZ ‘B EICgHmS” K “FEARESR / BiCiER" RA4eEAEC “07 ), #MITRFR @i HKPO £
REBHCBEOSBN “Hfl” 247,

5. HAEF LR ARMEF CLIRIEBILZHIN, HEAHRASEWENER (RAZAEELAENZE 3.1.1.3 %),

6. WS RARBIC AN PR AL IR 1 2 BRAE B IR AT o A SR B AN AT /R 118 0K, BEALSn b WA
507 CRABHRAET G & — AR RD .

7. BRIAEAASNEW, FrAPRAEREMIAEAL K Netscape ZEfRAANAII) N “IESBE”  (Non-Critical) ZEAHF-AL

8. AKCEIEAMZEAE AL AEN PR 505D (Object Identifier, OIDY. < T AN AR AITY, 1S5S FAHEN 25 1.1
%

9. BRI T AT 38 Adobe PDF FIA 1R 5115

10. AFEA—H BB AN TR Z 30 M7/ BB PR A CERRE, il R THT.

11, UEPHESE .5 & A URL A http://erll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl, A A 4K 4IE 45" Hongkong Post e-Cert CA
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl

2 - 15"FrR B T8 =OE PR E R . (Bt 2019 4 7 A 1 BZ iR B MIEBREEE B 5 K S URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) -
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Bifs% C
M C - B IRBOE TS M3 S.(CRL) M BAUBAE R ARLAE X

A C ¥4 52 P 4KF 5 "Hongkong Post e-Cert CA 2 - 15"Ff & HAYIE 5 H15Y 5 88 & AR R IE B
"Hongkong Post Root CA 2"t & H FNF AR /& 52 5 8 e A AR ZERERI AR K -

AR AR R = ST S AT N IR FAIE P4 T 2. CHEORTIN TR D A PRI 1) 09:154 14:15 £ 19:00 CRIRS K JE
VAP [GMT B UTC] A 01:15+ 06:15 A2 11:000);  UEF U T 5280 R 98 AR AZ R b I 1T 27 i 3 4 B
BRI TET (HUERS) HIBER

a) [ 8] ZIE FBIM4EHTE B | (Partitioned CRL)E & 41 & I A sk O IE PRl . ARATF T
R A7 HE(URL)SKBUR E (1 B FEF (WUAMIERSS) [ 403 RAIF a5 8 .

i H A 4k E 5 "Hongkong Post e-Cert CA 2 - 15" T2 & HIAIE 1
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl it 2019 4 7 H 1 H Z 8 & H BFIE a5 5.0 &
1. URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)o

b) [BAAER#EEE R Full CRL)E & FTf B 44iE 5 "Hongkong Post e-Cert CA 2 - 15"AT & 1 2%
B F A Bl R UE BRI Pk, AARTT T R IAALHE(URL)SREL [ 3 ARIE P30S 5 -

i HH4kIE P Hongkong Post e-Cert CA 2 - 15" BT K& HIALE 15
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1.crl B¢
Idap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)

IR RAE PR A S S8R M A CREIE DR R, Al TR TIE PR E R R A ] (CRL
distribution point) £ Y BA AL E(URL) SR EURH 2% FE B 14 TE .

FEIEFHEOT, AU T HR N (85, ROPORE ot BOUE T WU S A i AEABETUL LA F 2 AL
N P ST AN 2 i 3 R T B X SR U A R 3 R BT R AN o BRIt 2 AT R A
VEFAE A AR OL T, T & EISEUN T hitp:/www.eCert.gov.hk/ 2 A kb FEUE P15 B

U L2 BB S A RABURBEIE B, TS R A R C R A B R TP 4RE B R BERL . BB IEEIS
BREEAEH R UCHE T H IR0 SR A 7R B ST A A o BoRTR B BRBURUSE HT T R R AL B R 3K

1. FMRJEIE$"Hongkong Post Root CA 2"ArEs & Ky R 4KIIE 5
http://crll.eCert.gov.hk/crl/RootCA2ARL.crl B¢
1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

(D) B 4%iE5"Hongkong Post e-Cert CA 2 - 15" AR ¥ A#E I &t B 4351l 3K e B4k 5 3 177 B A -

FRUERZAL (Standard field) | AN (Sub-field) |7 #I=UEBREHTE | A BREEIER | &E
b YDA IEX AL ES
RRAS (Version) v2 PR B AR TR T PR 2R
WA N X.509 55 iR
2B 5 2R (Signature Sha2S6RSA WA s H DA BHIE TR i
algorithm ID) BB R R IR S
KN (Issuer name) CN=Hongkong Post e-Cert CA 2 - 15, BEA B RSB Kk AR PR e
O=Hongkong Post, MEREREp N )
L=Hong Kong
S=Hong Kong,
C=HK
BEYREEHT (This update) [UTC B &) R B R AE P U E AR
HH G2 IREHD
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http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://www.ecert.gov.hk/
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

FRHER2AL (Standard field) | FA=DL (Sub-field) |7 #IAUEBHEHE | BAIUEBHEHIE R | &E
Ly AR AR

T IREEHT (Next update) [UTC )] TR T WRAE B RETE 2% T 2
N H AR 7R (IR
B, AT ERHHBIZE
Koo FRIEAZAE R b I 3
5, WEHRETE R R RE R
JoR

FUHIEF (Revoked eSS BEF 5] A F W CREE IR TS E 15

certificates) (User certificate) =

s H A [UTC &) AR S S R I 5 PR e (3]

(Revocation date)

WP E R R IER AL (CRL entry extensions)

JR PRACH

(Reason code)

[EjiiSiEpE s RIAGHITE))

(BHE D

FRUEZEAHF2 A7 (Standard ext

ension) (PH¥E 2D

WL 2 7L R 44 A N CN=Hongkong Post Root CA 2 SR I TOR ORI A A
(Authority Key Identifier)  |(Issuer) O=Hongkong Post, 25 AL TSI T SR FAN BB Y
L=Hong Kong AL R XS A T2 R
S=Hong Kong,
C=HK
5 [ NIET 5] ek BoR & B GEB TS
(Serial number)
E AT RS [HAZIE RS 4] B R E P R T A
(CRL number) =, %S DT A .
RN R R [LA DER H20gmfis  |[RAEH] AR 53 ) AIE P R s
(Issuer distribution point) (AIE Y 7 B4 HAEH .

& 15 (Encoded CRL
Distribution Point)]

oy

(A “R4”
AL
FH AR YEAIE 5 "Hongkong Post Root CA 2" R4 A< ¥ | & FI3% AU A5 1 Bk 3K -
FRUERAAL (Standard field) | FA=AL (Sub-field) #2467 2 ZiE
A4S (Version) v2 B BRI B I A )
A X509 55 R
28 5 R (Signature Sha256RSA A RO H DL BB S

algorithm ID) BRI B R RIS
KN (Issuer name) CN=Hongkong Post Root CA 2 oA B RE B Kok R
O=Hongkong Post MEREREp N A
L=Hong Kong
S=Hong Kong
C=HK
LR EEHT (This update) [UTC B8] BEA B R AR BB IE B R
HH G2 IREHD
TREEHT (Next update) [UTC )] FoR T AR BURHTE B T B
N H s gk (R IR
B, MASTERMEEZE
o AR AR ML AE I 3R
SE, UET T S B
JoRH
FAHIET (Revoked e+ BEPB 5] BEAE B H BRI E T

(User certificate)

=
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FRUER2 AL (Standard field) | AL (Sub-field) |#=67 A% HiE
certificates) HEs H A [UTC e A S TR AR UE T AR R 1)

(Revocation date)

WP A& R R IER AL (CRL entry extensions)

JR PRACH

(Reason code)

(HUE 2 p iR ) )

(BHE D

FRAEIE A AT (Standard extension)  CBHYE 2D

WL 5 RG RE R J 44 B KEAN CN=Hongkong Post Root CA 2 BRI S TOR ORI A A
(Authority Key Identifier)  |(Issuer) O=Hongkong Post 2 B PRSI L FA N R
L=Hong Kong AL R XS A T 20 R
S=Hong Kong
C=HK
A [RHENIERRFS] WA ERE B NEBRTS
(Serial number)
E P I T 0 [HAZIE R G774 R BN IE PR e AR
(CRL number) AU TS RS, &R
DU % 205 4
KNG K SER A FHIEF=No

(Issuer distribution point)

HBIRIZAENIRAE F=Yes
BB IE TR I #.=No

(B2 “5Ra” 260D

L BUROURT TS e AN 51 2 R 6

0=ARIEH; 1= FWERSNIE; 2 = RIENRBURAMIE; 3 = ST,

4 = WERPIA: 5 = IR LB MR 6 = IEFHCR I 4N

TS IC N AR BHEHE B R, Bred [REAI] 2P [0 F&om (BT TRIE D,

BRAE S ANER, PrA b A A0y “JERE”  (Non-Critical) ZEfHIF2A7 .
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f¥3& D

B% D - FIEHRBE FIEH (WIS FRFME

E (hED HFiFB (HIBE%E)
ZiCA SR WA AT B X R 25 R A e B T IE 2 WM 35 7 A AT IR (X 924
AT 2 A R AT BUX 3% A R A A 47 BUX R ECSE J= . 3481 T Bk
ERRFAAN AL ANHUR 2 % A B 2 N BUR P
K3 PR A HK$15,000
NAJIEFS &
[T S 2048 £37 76 RSA
BAEZEHLR ILFf% E
FEAE R D R FH 7 5 IR U il 2 A
ASE: P xS LR B R AU R & 4y
EBH® B33 H 51t xof o7 LB e A MLAG) A9 5 o 2 B 2 8 e B in
EBREEFRANTER = Sid ALK
= BRRUH I A2 R I b
= BRUASAEEE AN Z IR S
» BURASEHTS (HEBIMH AL 4)
= B AN Z AT/ kR
= B AN TR AL R BT PR B
BioRARERERS  [IERAR N —FERE, EHSHMRH
Ui P

%5

1. %iﬂ)\ﬂ*@%éﬁf’ﬁ%é%ﬂiﬁﬂfﬁﬁiiﬁh I HRECA R O EAC AN A e (LA ER
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B3R E - FARB R TIES (WAMRS) BERIENREEIERAZELE GRS

(1) BRI R4

X E

BB B R TIES

BAEZIEHL R AR 3] 5% 5 i cht & 75 2 B[R] JiSE gt [ipaa
5 e L R F W IEBCE FAE | EREHR NEEREE R LA R HIE BT | XA R (R R
R R R A s | (WIS FHEIL T B H 4 147 2 B WEH (WIMERS ) ZRk%5- T HCED JEATIRRE, BFEAZIE H1iF

/ www.ha.org.hk

aTERE R

EM—2H. EFAUNETER
i
BN H A BRI

IRYEAAZUE RNV A 25 3.1.8 2% M
541 FKARAHEF HIEIRS
IRAEAAZAUE LRV AEI 25 3.2 2% $2 it
UES S A 55

HRAE AL HE N SR 4.4.1, 4.4.2
F 4.4.3 FEARUEIE 8 R E
BN
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